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1. Purpose 

 The AOT AI Framework: Generative AI for Corporate Communications and Media Production has 

been developed in support of the AOT Artificial Intelligence Policy, dated 14 January 2026. The objective 

of this Framework is to establish practical guidelines for applying Artificial Intelligence (AI) in AOT 

operations, enabling employees, contract workers, and external persons or organizations authorized by 

AOT to use AI appropriately and responsibly in compliance with applicable laws, regulations, rules, 

requirements, notifications, orders, and other relevant provisions. This Framework also aims to manage 

and mitigate risks arising from the inappropriate use of AI, which may adversely affect stakeholders, 

AOT’s corporate image and credibility, violate human rights principles, conflict with public order 

or good morals, or compromise national security.  

2. Scope 

This Framework covers the use of AI in the production of AOT public relations media 

distributed both internally and externally in support of AOT’s operational missions, whether such 

media are produced by AOT personnel or outsourced to external organizations. For the purpose 

of this Framework, “Users” include AOT employees, contract workers, and external persons or 

organizations authorized by AOT to perform work in accordance with these guidelines. 

The application of this Framework should be adapted to the operational context of each 

department, taking into consideration the nature of the work, the type of AI technology used, 

technological developments, and all applicable laws, regulations, rules, requirements, 

notifications, orders, and other relevant provisions. 

3. Definitions 

 Artificial Intelligence (AI) means technology developed to enable computers to perform 

functions or exhibit behaviors similar to those of humans, such as learning, perception and 

response to the environment, reasoning, and problem-solving in accordance with objectives 

defined by humans.  

 AI-Assisted Enhancement means the use of AI as an assistant to improve or enhance the quality 

of human work. AI does not replace human work entirely but provides recommendations, corrections, or 

improvements, while humans remain the primary decision-makers. This refers to improving existing data 

or media without generating new content or altering the essential meaning, substance, or factual 
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accuracy of the original information. Examples include image upscaling, noise reduction, and audio 

quality enhancement.  

 Generative AI means a category of AI technology capable of generating new content in 

various forms, including text, images, videos, source code, or other outputs based on prompts 

provided by humans. 

 AI-Generated Content means content created wholly or partially by AI. 

 Deepfake means synthetic media, including still images, moving images, audio, or other 

digital media, generated or manipulated using Generative AI through deep learning techniques 

based on an individual’s physical characteristics to imitate that person’s identity or appearance so 

realistically that members of the public may mistakenly believe that the depicted events, 

statements, or actions actually occurred, when in fact they did not or have been altered from the 

original facts. 

  AI Avatar means a virtual character, virtual person, or digital representative created or 

modified using AI in the form of still images, moving images, or other digital media for 

communication, information presentation, or interaction with others. AI Avatars may simulate 

human voices, movements, and emotional expressions. 

   AI Voice means audio data created or modified using AI through AI model training, including 

voice generation, text-to-speech conversion, or imitation of an individual’s voice, whether with or 

without the consent of the voice owner, to produce speech or other audio that closely resembles 

a real human voice. 

 Public AI Platform means an AI platform provided by external service providers for public 

use, such as online image, text, or video generation services where users upload information for 

processing. Uploaded data may be used by the service provider to improve, develop, or train AI 

models in accordance with the platform’s privacy policy.  

 Source Grounded means a feature that enables AI to generate responses solely based on 

source materials uploaded by users, such as PDF files, Google Docs, presentation slides, or 

YouTube links. Instead of relying solely on its pretrained knowledge, the AI references trusted 

source materials to produce responses based on verified information.  

   Synthetic Media means digital content that is generated or modified by AI or other 

automated systems and may appear so realistic that it could reasonably be perceived as depicting 

genuine events or authentic content.   
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   Watermark/Labeling means the application of a visible or embedded identifier, label, or 

metadata indicating that content has been generated or modified by AI, thereby enabling its origin 

and authenticity to be identified and, where applicable, traced for audit or verification purposes. 

  AI Training means the process of using large volumes of data to train an AI model to 

recognize patterns, learn from data, and generate responses or create content.  

AI training may employ various learning techniques, including:  

- Machine Learning (ML) and Deep Learning (DL), which enable AI systems to learn from data;  

- Reinforcement Learning (RL), whereby AI models learn by evaluating the outcomes of their 

actions; 

- Supervised Learning (SL) and Unsupervised Learning (UL), which represent the primary 

approaches; and 

- Human-in-the-Loop (HITL), in which human intervention is incorporated to guide, review, validate, 

or refine AI-generated outputs throughout the learning process. User-uploaded data may be used 

as part of this process to further develop and enhance the performance of AI models in the 

future. 

4. Guidelines for the Use of AI in AOT Operations 

The publication of public relations media incorporating AI-Generated Content, whether for 

internal or external communications and whether produced by AOT or outsourced to external 

organizations, may affect stakeholders, AOT’s corporate image and credibility, violate human rights 

principles, conflict with public order or good morals, or compromise national security. Accordingly, 

users and all related persons shall comply with the following requirements: 

4.1  In producing public relations media, the use of AI should generally be avoided unless it 

is applied to support AOT’s operational missions and serves the best interests of AOT. 

4.2  Where it is necessary to use AI to create new public relations media for the execution 

of AOT’s missions, the responsible department shall clearly designate the person responsible for 

the content. Users shall specify the purpose, scope, and type of AI technology to be used and 

obtain approval from the Head of Department at the Vice President level or equivalent before 

proceeding. Such use may include, for example, concept development or mock-up creation; or 

production of public relations media that does not involve real persons or actual events. 
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However, where AI is used solely for AI-Assisted Enhancement to process or improve the 

quality of original content without generating new content or altering the substance, meaning, or 

factual accuracy of the original information, and without creating or enhancing AI-Generated 

Content, users may proceed without prior approval. Examples include AI image upscaling, 

improving image sharpness, adjusting brightness, colour, or image balance, reducing image noise, 

separating or enhancing audio quality and compressing or resizing files. 

4.3  The responsible department shall verify the accuracy of all public relations content and 

obtain approval from the Senior Executive Vice President or an equivalent authority before 

publication. The department shall also maintain all relevant information, documents, and 

evidence relating to the production process and the use of AI to facilitate future audits or 

governance procedures. 

4.4  Users of Generative AI and AI-Generated Content shall carefully assess all potential risks 

and impacts on the organization and shall comply with all applicable laws, regulations, rules, 

requirements, notifications, orders, and other relevant provisions before using AI in every instance. 

4.5  Where public relations media are created using Generative AI, the media shall clearly and 

appropriately display a Watermark/Labeling indicating that it is AI-Generated Content. Even if the AI 

platform or service automatically removes, omits, or does not display such Watermark/Labeling, users 

remain responsible for applying the required Watermark/Labeling before publication. 

4.6  Where AOT logos, mascots, or employee uniforms are used in public relations media 

generated by Generative AI, users shall strictly verify the accuracy of the content and shall not 

distort or alter any essential elements in a manner that could adversely affect AOT’s image or 

corporate identity. 

4.7  Any AOT department intending to engage external individuals or organizations to 

produce AOT public relations media shall prepare the Terms of Reference (TOR) in accordance 

with the AOT Artificial Intelligence Policy, dated 14 January 2026, and this Framework. 

4.8  All AOT employees and contract workers at every level shall acknowledge and strictly 

comply with this Framework. Any violation of or failure to comply with this Framework shall 

constitute a disciplinary offence under AOT’s rules and regulations. Where such violation also 

constitutes a breach of applicable law, the legal liability shall rest solely with the individual 

responsible for the violation. 
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5. Restrictions on the Use of AI  

The use of AI in the production of public relations media shall remain within appropriate 

boundaries and shall not cause harm to individuals, organizations, society, or the nation. 

Accordingly, the following prohibitions shall apply to all AI users: 

5.1  Users shall not use AI to create AI Voice or AI Avatar that may mislead others into 

believing that they represent real persons, nor create Deepfake content that impersonates AOT 

executives, departments, organizations, or any other individuals in a manner that may damage 

their reputation, credibility, or public confidence, or compromise the safety of individuals or 

organizations. 

5.2  Users shall not use AI to create false information or disseminate content that may lead 

the public to believe that fictitious events are real, thereby causing misunderstanding or social 

conflict. 

5.3  Users shall not upload confidential organizational information or personal data to Public 

AI Platforms (Personal AI), such as ChatGPT, Gemini, or other similar platforms. Where it is 

necessary to process confidential organizational information using AI, only Enterprise AI platforms 

that provide appropriate Data Protection agreements shall be used to ensure that such 

information is not incorporated into the provider’s foundational model training. Examples of 

approved Enterprise AI platforms include Microsoft 365 Copilot, NotebookLM Enterprise, ChatGPT 

Team / Enterprise, Claude Team / Enterprise. 

5.4  Users shall not use AI to generate content that infringes upon the intellectual property 

rights of other persons or organizations through reproduction, adaptation, copying, public 

dissemination, or any other act involving works protected by law without proper authorization. 

This prohibition also applies to the use of AI-Generated Content or pre-produced digital creative 

assets, including music, voice recordings, sound effects, fonts, templates, or other creative 

elements, for advertising or commercial purposes without first verifying and obtaining the 

appropriate permissions in accordance with the applicable license terms and terms of use. 

5.5  AI-Generated Content shall not be submitted to competitions, whether organized 

internally or externally, unless the competition organizer expressly permits such submissions. In 

such cases, the content shall clearly and appropriately display a Watermark/Labeling indicating 
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that it is AI-Generated Content, in order to uphold professional standards, transparency, and AOT’s 

corporate image. 

5.6  Users shall not use AI in any manner that violates applicable laws, regulations, rules, 

requirements, notifications, orders, or other relevant provisions. For example, the processing of 

personal data shall strictly comply with the Personal Data Protection Act B.E. 2562 (2019) and all 

other applicable legislation. 

5.7  Users shall not use AI in any manner that is contrary to human rights principles, good 

governance, integrity, ethics, morality, or that involves any dishonest or improper intent. 

6. Review of the Framework 

        The Corporate Communications Department shall review the AOT AI Framework: Generative 

AI for Corporate Communications and Media Production at least once a year, or whenever there is 

a significant change, to ensure that it remains current and aligned with international standards. 

7. Compliance 

        All AOT employees and contract workers at every level shall acknowledge and strictly 

comply with the AOT AI Framework: Generative AI for Corporate Communications and Media 

Production. 

8. Risks Associated with the Use of AI Technology in Corporate Communications 

(Enterprise Risk Management) 

The use of AI technology in corporate communications shall be assessed and managed 

within AOT’s Enterprise Risk Management (ERM) framework in order to safeguard the organization’s 

reputation, credibility, and public trust. The principal risks are as follows: 

8.1 Reputation and Credibility Risk  

 The inappropriate publication of AI-generated images or videos, or the absence of 

adequate oversight, may adversely affect AOT’s corporate image and undermine the confidence 

of the public and other stakeholders. 

8.2 Public Perception and Misinformation Risk 

AI-generated content with a high degree of realism may cause audiences to 

misunderstand events, individuals, or the organization’s position, resulting in misinformation and 

eroding public trust in information communicated by AOT. 
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8.3 Legal and Regulatory Compliance Risk 

The uncontrolled use of AI technology may result in violations of applicable laws, 

including legislation relating to cybersecurity, personal data protection (PDPA), intellectual 

property, and computer-related offences. 

8.4 Governance and Stakeholder Confidence Risk 

The publication of AI-generated content without disclosure of its origin or without an 

auditable record may undermine corporate governance standards, transparency in organizational 

communications, and accountability to the public. 

8.5 Human Capital and Professional Standards Risk 

 Replacing professional work processes with AI without an appropriate governance 

framework may adversely affect the quality of work, professional standards, employee expertise, 

and the long-term value of related professions. 

Accordingly, AOT shall adopt the principle that humans determine the vision and 

direction of creative work, while AI serves as a tool to support and enhance operational efficiency. 

Final creative outputs shall remain subject to human review, professional judgment, and approval 

to preserve professional standards and the value of creative work. 

8.6 Information Security and Organizational Data Risk  

The use of AI technology, particularly the uploading of information to external AI 

platforms, may create risks of data leakage, unauthorized access, or unauthorized use of 

information. For example, uploading confidential organizational information to external AI systems 

without appropriate controls may compromise the security of AOT’s information assets. Without 

adequate governance, supervision, and protective measures, such practices may result in 

operational disruption and reputational damage. 

9. Risk Scenarios 

The following examples illustrate risk scenarios arising from the use of AI to generate images 

and videos that may affect AOT from various perspectives. 

9.1 Reputational, Credibility, and Public Perception Risk  

The creation or dissemination of Deepfake media depicting individuals, executives, or 

representatives of the organization may mislead the public and adversely affect AOT’s corporate 

image and reputation. 
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9.2 Public Perception, Misinformation, and Regulatory Compliance Risk  

The creation of AI-generated images or videos portraying events that never occurred 

and using such content for organizational communications may mislead audiences and undermine 

public confidence in information disseminated by AOT. 

9.3 Legal and Regulatory Compliance Risk  

 The use of photographs, voices, or personal data of executives, employees, or third 

parties to generate AI content without obtaining the data subject’s consent, as required under the 

Personal Data Protection Act, may constitute a violation of the law. 

 Similarly, the use or publication of AI-Generated Content that wholly or partially 

infringes upon another person’s intellectual property rights may also result in legal liability. 

9.4 Governance, Transparency, and Stakeholder Confidence Risk  

Publishing AI-generated content that resembles official announcements or official 

communications without disclosing its AI-generated origin or without maintaining traceable records 

may create public confusion and undermine transparency and confidence in AOT’s 

communications. 

9.5 Human Capital and Professional Standards Risk  

Using AI to replace the work of professional personnel, such as graphic designers, 

photographers, or corporate communications professionals, without appropriate oversight and 

quality assurance may diminish professional standards, weaken confidence in the organization, 

and create the perception that AOT places insufficient value on creativity and professional 

expertise. 

9.6 Information Security and Organizational Data Risk  

 Uploading internal information, important documents, or sensitive organizational data to 

Public AI Platforms without adequate safeguards may allow unauthorized third parties to access such 

information or enable it to be incorporated into AI model training without authorization. 
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