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1. Artificial Intelligence (AI) refers to technology developed to enable computers to have characteristics or behaviors similar to humans, 
such as learning, perception, responding to environmental conditions, reasoning, and solving problems according to objectives defined 
by humans.

2. The use of AI must be for the benefit of AOT and must be aligned only with AOT’s missions.

3. It is strictly prohibited to input AOT’s important internal information into public AI systems or personal AI tools, such as ChatGPT or 
Gemini. Such information includes, for example, information that may affect AOT’s operations, confidential information, financial 
information, strategic plans, or personal data. If there is a necessity to use AI, it must be used through enterprise AI tools, such as 
Microsoft Copilot, which provides a higher level of security as part of Microsoft’s services and includes assurance that the information 
entered will not be used to train AI models or transferred outside the organization.

4. AOT’s executives, employees, and staff must not use AI to create content that violates laws, AOT’s rules, regulations, or requirements, 
or causes reputational damage. They must also not create inappropriate or infringing content, and are prohibited from creating or 
distributing content intended to distort information, present false information, or mislead others.

5. Personal Data Protection
The use of AI must comply with AOT’s Personal Data Protection Policy. Personal data must be collected, used, or disclosed only as 
necessary and in accordance with the specified purposes, while respecting the rights of data subjects. If AI applications or services are 
used with internal organizational information, confidential information such as passwords, contracts, documents or letters marked as 
confidential, personal data such as personal photos, full names, national identification numbers, addresses, phone numbers, email 
addresses, or sensitive personal data such as copies of ID cards containing religious information, health information, medical 
certificates, etc., users must only use AI applications or services that have been approved or provided by AOT.
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As Artificial Intelligence (AI) technology has become increasingly embedded in AOT's operations, including management systems, data 
processing, and information management, it also gives rise to risks associated with AI development and use, and with AI-enabled software and 
applications. Specifically, AI may process internal organizational data, analyze it, or transmit it to external parties, which may lead to leakage of 
sensitive information or transfer of personal data without consent, potentially constituting liability under data protection laws. Accordingly, 
AOT hereby establishes the following AOT Artificial Intelligence Policy:
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6. Information and Communications Technology Security
The use of AI shall comply with AOT’s Information and Communications Technology Security Policy (AOT ICT Security Policy), or  the 
two related supporting policies, namely AOT ICT Security Supporting Policy and AOT ICT Security Guideline. The requirements for 
AI use are as follows:
6.1 Do not use AI applications or services with information that may affect system security, such as passwords, API keys used for 

software authentication, or system configuration details.
6.2 Do not use text or commands, known as prompts, generated by AI without considering their accuracy and conducting proper 

verification.
6.3 If an information security breach arising from the use of AI is identified, the person who discovers the incident must 

immediately notify the Information and Communications Technology Operations and Maintenance Department.

7. Reducing or Avoiding Bias and Discrimination
The use of AI must reduce or avoid bias and discrimination against individuals or groups of individuals. The requirements for AI use 
are as follows:
7.1 Content generated by AI must be reviewed before being used or published publicly in order to reduce or avoid bias or unfair 

discrimination.
7.2 In cases where AI services are used for activities that may directly affect the rights of individuals or juristic persons, users must 

exercise due care and caution based on the nature and circumstances of such activities.

8. AOT’s executives, employees, and staff who use AI must exercise caution to prevent any infringement of copyright, trademarks,  or 
other intellectual property rights.

9. The Digital Technology and Innovation Business Unit shall continuously communicate and raise awareness on the use of AI among 
employees at all levels. The unit shall also review AOT’s Artificial Intelligence Policy annually or update it immediately when 
necessary.

10. AOT employees and staff at all levels must acknowledge and strictly comply with AOT’s Artificial Intelligence Policy. Any violation 
or non-compliance shall be considered a disciplinary offense under AOT’s regulations. If an act violates the law, the individual 
offender shall be personally liable.
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